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Abstract. Analyzing time-series databases in a privacy-preserving man-
ner has gained significant attention, especially when the data contains
sensitive personal information such as medical records or spatio-temporal
data such as trajectories. Motivated by scenarios where a user must show
whether an anomaly (or similarity) is detected in a time series contain-
ing sensitive data, we propose a toolkit for proving these properties on
(committed) private time series. We leverage Matrix Profile (MP), a
state-of-the-art data-mining structure, to detect subsequence anomalies
and similarities in time series, in contrast to many works that only de-
tect anomalies and similarities on complete time series. As recent findings
have shown, the aggregated data used by MP (such as subsequence dis-
tances or MP values) leak critical information about the time series. It is
therefore crucial to consider a strong adversary model where all informa-
tion other than the presence or absence of anomalies/similarities remains
protected. To guarantee this, we propose a combination of commitment
and zero-knowledge proof systems that ensure both the validity of the
proven result and the (unconditional) protection of the time series. The
proposed schemes maintain reasonable execution times, even for large
real-time time series.

1 Introduction

Time-series applications today increasingly rely on cloud infrastructures for data
storage and computation. The rapid growth of sensor-rich environments, such
as wearable devices, medical monitors, and mobile endpoints, has led to massive
volumes of personal and behavioral data being continuously collected. Outsourc-
ing the processing of such data to untrusted cloud services raises serious privacy
concerns. This makes secure computation techniques essential to ensure that sen-
sitive information remains hidden from the service provider while computations
are performed on the data.

A general task in this setting is performing similarity or anomaly queries
over private time series. For example, a medical professional may need to check
whether there are any anomalies in a patient’s electrocardiogram (ECG) sig-
nal. To do so, a widely used approach in data analytics is to use a technique
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called Matrix Profile (MP) [24] (explained in detail in Sec. 2.2). MP is a trans-
formation of a time series which produces a structure that captures all pair-
wise similarity relationships between subsequences and enhances the detection of
anomalies or absence of similarities, in an unsupervised way, i.e. without needing
any annotated training data or reference data to detect the anomalies. Despite
being unsupervised, MP performs well, for instance Paparrizos et al. show in
their benchmark that MP consistently achieves state-of-the-art performance in
anomaly detection [16]. To motivate the uses of MP, we illustrate (see Figure 1)
a classical application: detecting ECG anomalies using MP.
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Fig. 1. Detecting a self-anomaly using the Matrix Profile. Top: ECG with an anomaly
in the third heartbeat. Bottom: self-join MPD (m = 100), where the anomaly appears
as distances exceeding the threshold. The position of the anomaly is left-shifted by the
length of the subsequence window used in the distance computation.

It is important to stress that MP is used in an unsupervised manner, i.e., by
comparing a time series with itself in order to find anomalies. No other data is
needed, contrary to an approach where e.g., the time series would be compared
to many "template" time series, which makes the approach both simpler to use,
and with no need for any additional (and potentially private) training data. For
instance, the Statewide California Earthquake Center [19] explains that they use
the self-join MP to identify previously uncatalogued seismic events by matching
all sub-windows (of a set length) in a continuous stream against the remainder
of the stream, which cannot be accomplished using template-based matching
methods.

Indeed, as an ECG is sensitive data, in certain scenarios, the person checking
for anomalies should not learn this data. For example, marathon runners must
undergo an ECG to detect any anomalies that would make running a marathon
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contraindicated. The marathon organizer may want to verify that registered
athletes do not present any risks, but cannot require athletes to provide their
ECG data in plain text. On the other hand, the presence of anomalies may give
access to certain medical certificates or reimbursement for expensive treatments
and exams. The insurance company of a patient claiming these rights may want
proof of the patient’s legitimacy in their care pathway, but again, providing the
ECG would give too much sensitive health information to the insurance company.

A naive approach would be to provide only the MP values, which contain
only an aggregated version of the data, but not the time series itself, in the
hope that it would be difficult to reverse MP. Unfortunately, recent work [25]
exploring privacy-preserving data sharing with MP shows that this is not a viable
approach. Indeed, [25] demonstrate that adversaries can exploit subsequence
distance patterns to reconstruct substantial portions of the original time series
or infer sensitive attributes. This reveals a fundamental gap that while MP is a
highly expressive and widely adopted tool for unsupervised time series mining,
just like the time series itself, it cannot be directly shared or computed in the
clear without privacy protection.

Objectives We aim to bridge this gap by proposing a way for a user called the
prover, who has a time series committed and authenticated by the data provider
that generated it (i.e., for the ECG example, the physician or medical device that
collected the data), to prove to a verifier the presence or absence of anomalies
without leaking anything other than the public MP parameters (i.e., the size of
the time series/sub-sequences, the distance used, and the anomaly threshold).
This setting is illustrated in Figure 2. Note that the proving and verification
phases can be performed offline, thus real-time efficiency is not expected, as long
as the approach scales to realistic time series sizes (i.e., 1,000 points). Conversely,
calculations performed by the data provider may be carried out using embedded
medical equipment and must be as standard and efficient as possible. From an
application perspective, we consider the following examples of privacy-preserving
scenarios for each of the cases discussed in the article:

— No anomaly: our protocol allows an athlete to prove that their private
ECG is compliant with competition requirements;

— Anomaly: our protocol allows patients to prove an anomaly on their private
ECG in order to obtain a medical certificate, treatment, or examination;

— No similarity: our protocol allows a user to prove that there is no similarity
between their private trajectory and that of an infected patient (contact
tracing);

— Similarity: our protocol allows a patient to prove that their private biomed-
ical signal shares a clinically relevant pattern with a reference biomedical
signal in order to confirm a medical diagnosis.

Contributions We instantiate the commitment using the classic Pedersen com-
mitment. The signature can be instantiated by any unforgeable signature. Our
main contribution is the design of a non-interactive zero-knowledge proof for each
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Fig. 2. Scenario description

of the cases studied (anomaly or not, and similarity or not). To our knowledge,
this is the first work to apply zero-knowledge proofs with subsequence distance
metric in time series. To do this, we opt for a tailor-made proof design using
Schnorr sigma protocols and the homomorphism properties of Pedersen’s com-
mitment to securely compute commitments including the aggregated statistical
data used by Matrix Profile. Notably, our protocol verifies strong properties: the
proof is extractable (i.e., to successfully build the proof, the prover must know
the committed time series, and this series must verify the desired property),
and the time series is perfectly protected by the hiding commitment and the
zero-knowledge proof (even against an unbounded computational adversary).
Furthermore, our proof uses very standard tools and relies on very common
and weak assumptions (only the discrete logarithm assumption, and the random
oracle model in the non-interactive setting). Finally, we present a full Rust im-
plementation of our protocols and evaluate the scalability on realistic time-series
workloads.

Paper organization. The paper is organized as follows: Section 2 introduces the
cryptographic and MP background of our work. Section 3 presents our construc-
tion, and Section 4 its instantiation. Section 5 presents the performance results
of our Rust implementation, Section 6 discusses related works, and Section 7
concludes.

2 Preliminaries and Notations

Notation We denote by [n] the set {1, -+ ,n} and by [é;j] the set {i,---,j}.
We write z < S to mean that x is picked uniformly at random from a set S. For
simplicity, we write x,y € S (resp. x,y < S) to say that x € S and y € S (resp.
x < S and y <+ S). We use the acronym s.t. for such that, PT for Polynomial
Time, and PPT for Probabilistic Polynomial Time.

2.1 Background on Cryptography
We first recall the Discrete Logarithm (DL) assumption.

Definition 1 (Discrete Logarithm (DL) assumption). Let \ be a security
parameter and G = {(g) be a group of prime order p, the Discrete Logarithm
(DL) assumption states that there exists a negligible function € s.t. for any PPT

adversary A, it holds that Pr[h = g® : h & G;x <+ A(h)] < e(\).
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A Non-Interactive Proof (NIP) allows a prover to prove the knowledge of a
witness w s.t. (s,w) € R where s is a statement and R a relation without
revealing information on w.

Definition 2 (Non-Interactive Proofs (NIP) [2]). Let R be a binary rela-
tion and let L be a language s.t. s € L < (Jw, (s,w) € R). A Non-Interactive
Proof NIP for L is a couple of PPT algorithms (NIP, Verify) s.t.:

NIP{w : (s,w) € R}: on input a statement/witness (s,w), outputs a proof .
Verify(s,m): on input a statement s and a proof 7, outputs a bit b.

We define the zero-knowledge and extractability properties of a NIP as follows:

(Perfect) Zero-knowledge. A proof 7 leaks no information, i.e., there exists
a PT algorithm Simulator (called the simulator) s.t. NIP{w : (s,w) € R}
and Simulator(s) follow (exactly) the same probability distribution.

Extractability. There exists a PPT knowledge extractor Ext and a negligible
function eext s.t. for any algorithm AS™12 () (\) having access to a simulator
that forges proofs for chosen statement and that outputs a fresh pair (s, )
with Verify(s, ) = 1, the extractor Ext*(\) outputs w s.t. (s,w) € R having
access to A(X) with probability at least 1 — €(\).

We now give the definition of a commitment and Pedersen’s commitment

Definition 3 (Commitment Scheme). A commitment scheme is a pair of
two PPT algorithms (Com, Ope), s.t. the algorithm Com takes a message and a
secret key as input and returns a commitment, and the algorithm Ope takes a
commitment, a secret key and a message as input and returns an acceptance bit.
We define the hiding and binding properties of a commitment scheme as follows:

(Perfect) Hiding. Given two messages of its choice, no PPT algorithm A is
able to distinguish whether the commitment was generated from the first or
the second message, except with a probability 1/2.

Binding. No PPT algorithm A is able to generate a commitment and two dif-
ferent messages s.t. the commitment can be opened to both messages with a
non-negligible probability.

Definition 4 (Pedersen Commitment Scheme [17]). Let A be a security
parameter, G be group of prime order p s.t. p > 2*, and g and h be two random
generators of G. The Pedersen Commitment Scheme consists of the algorithms
(Com, Ope) s.t. the algorithm Com takes as input a message m and a secret key
k and returns a commitment ¢ = g"h*, and the algorithm Ope takes as input a
commitment c, a secret key k and a message m and returns 1 iff ¢ = g™ hF*.

Pedersen Commitment Scheme is known to support additive homomorphic op-
erations while preserving perfect hiding and computational binding under the
DL assumption.
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2.2 Background on Matrix Profile

A Time Series can be represented by a vector x = (z;);e[n] together with a
timestamp vector tmp = (tmp;);c[n]- In what follows, we assume that temporal
dependency is implicitly given by the ordering of =, and we omit explicit use of
tmp for clarity.

Window notation. Consider a time series x of length n. We denote a window
i, as a continuous subvector of values of z of length m, starting at index 4.
We denote the set of all the windows of size m of a time series = of length n, as
Suby, = {s¥ ;55 _mi1.m})> and T as the set of indices [n —m + 1].

Definition 5 (Self-join Matrix Profile [24]). Let z be a time series of length
n, let d be a distance function, let m be a window size, and let [J; be the set
{j €Z:|j—i|>m/2}. Self-join Matriz Profile (MP) is a data mining structure
MP : R?® — R*~ ™+ x N* ="+ composed of two vectors: Matriz Profile Distance
(MPD) and Matriz Profile Index (MPI) s.t. :

MPD(x) = (MPD;(2));ez = (min(d(sfm,s;?m))) ;
jegis - T 7 i€T
and MPI(z) = (MPI;(x));cz where MPIl;(x) stores the (minimum) index j veri-
fying MPD;(x) = d(s?,.,8%,.)-

1,m?’ °j,m

Remark 1. The definition 5 restricts the windows (s} ,,)jez s.t. [j — i > m/2

which avoids trivial self-matches with the window s7 .

Although MPI is useful in certain applications, it is not relevant for the scenar-
ios considered in our work and we do not use it in this article. Therefore, for
simplicity, we use the term (and notation) MP instead of MPD.

In what follows, we define two functions allowing to detect anomaly or simi-
larity using the structure of Matrix Profile.

Definition 6 (Anomaly and Similarity detection function using MP).
Let x be a time series. The anomaly detection function Ano : R™ — B (resp. the
similarity detection function Sim : R™ — B) on x returns 1 if there exists a value
in MP bigger than (resp. smaller than) a predefined threshold €, (resp. 6), and 0
otherwise. That 1s,

1 ifFveMP(x),v>e . 1 if Jv e MP(x), v < 4,
Ano(z) = : Sim(z) = ;
0 ifVYveMP(z), v<e 0 ifVYveMP(z), v>6.

Here, €,§ € R are predefined threshold values. Their selection is carried out
independently of the private time series and depends on its nature, which is
not considered as private information. These values are typically determined on
established expert knowledge or prior empirical analysis [6,8].

In the following of the paper, d will always denote the classic (unnormalized)

Euclidean distance: d((a;)iefn]s (bi)icfn]) = V' 2oie1(a; — bi)%. The Euclidean
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distance is common in Matrix Profile applications, especially in health care.
Although most MP algorithms were developed for the z-normalized Euclidean
distance, normalization can be inappropriate in many settings, such as ECG or
heart-rate analysis, where the raw scale carries clinical meaning [22,1,27].

For the cases Ano(x) =1 or Sim(z) = 1, the detection should work in an un-
supervised way (no training data or reference data is available). Furthermore, the
specific locations of anomalies or similarities are not known in advance and must
not be revealed to the verifier, as disclosing them could leak timing information
about sensitive events.

3 Our construction

In this section, we design cryptographic schemes that address our problem. Our
goal is to enable a user to prove to another whether or not a (private) time series
contains similarities or anomalies using its matrix profile.

In our scenario, the time series comes from a medical device (trusted and
not colluding with the prover) that commits the time series to make it private
and signs it to guarantee its provenance. The device communicates the time
series, the commitment, its opening key and the signature to the user who owns
the data. This user must then be able to prove the existence or absence of
anomalies and similarities based on the signed commitment, without revealing
anything else to the verifier. To this end, we propose four zero-knowledge proofs
corresponding to each of the four cases (proof of similarity, proof of anomaly,
proof of no similarity and proof of no anomaly). These proofs are all proofs of
knowledge of the committed time series and the corresponding opening key.

Our solution applies to a time series = (;);e[n) With integer values (cases
with truncated floating point values can be achieved by simply discretizing the
values by multiplying them by a power of 10). In what follows, we consider the
self-join matrix profile where a (unique) time series is compared to itself. Readers
can refer to Table 1 to recall the meaning of the notations used in this section.

3.1 Setup and commitment

Each of our algorithms implicitly has access to a public setup (A, G, p, g, h, A, n, m,
£) where X is a security parameter, n is a sequence length, m is a window size,
/ is an integer encoding bit size, G = (g) is a group of prime order p s.t. p > 2*
(where the DL assumption is assumed to hold), and h is a random generator of
G.

In order to keep the tools as standard as possible on the device side, we
use Pedersen’s commitment to commit each of the values z; in the time series.
In what follows, (Com,Ope) denotes Pedersen’s commitment using the bases
(g9,h). Note that when we use Pedersen’s commitment on other bases (¢’, '),
they will be made explicit by the notation (Comy /,Ope, ;/). Our time series
commitment (MP.Com, MP.Ope) is defined as follows.
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Table 1. List of some notations and their descriptions

Notation|Description

T a private time series
n length of the private time series z
m window size
Sim |subsequence window of size m
e/ 6 |value of the anomaly/similarity threshold
z set [n —m + 1]
Ji |set {j€T:|j—1i]>m/2}
J4 encoding bit length
g and h |generators of the group G
T i-th value of the time series
xi; |value x; —x; for j <1
Ci Pedersen commitment of x; using g and h as generators
ki opening key of the commitment ¢;
ci,j |Pedersen commitment of x; ; using g and h as generators
ki; |value k; — kj, opening key of the commitment ¢; ; for j <1
Ei,j Pedersen commitment of x; ; using ¢; ; and h as generators
(or Pedersen commitment of z7 ;)

i,j |opening key of the commitment c; ;

ij |squared Euclidean distance between s7 ,,, and s7 ,

i,; |Pedersen commitment of d; ; using g and h as generators
ij |opening key of the commitment D; ;

dij. |binary value of the u!”® bit of d; ;

D; j. |Pedersen commitment of d; ;. using g and h as generators
w;,j,u |opening key of the commitment Dj ;.

2 a2

<

MP.Com(x): parses x as (2;);c[n]- For each i € [n], picks k; < Z7, and computes
c; = Com(z;, k;). Sets C' = (c;)ig[n) and K = (k;i)ic[n], and returns (K, C).

MP.Ope(K, C,x): parses = as (7;)ic[n], C as (¢i)ic[n) and K as (k;)ie[n], and
returns A\, cp,; Ope(cs, ki, ;).

We omit the signature that can be instantiated by any signature scheme (we
also omit the use of a secure channel between the device and the owner of the
time series used to transmit K and x).

3.2 Overview of our Proof of Anomaly/Similarity Detection

We will now present our methodology for proving anomaly/similarity and ab-
sence of anomaly /similarity. As a preliminary step, we first rewrite the relations
in Definition 6 in an equivalent manner that is more convenient for the design of
our proof. Indeed, each case can be stated differently by considering the involved
function min in MP. Specifically,

Ano(z) =14 Fv e MP(z) st. v > e i €T s.t. I_Ielgl(d(sim,sim)) > €
NASIVE)
& dieZ,Vje Ti,d(st,,, s, > €

i,mr 2jm



Verifiable Anomaly and Similarity Detection Using MP 9

As the condition Ano(z) = 0 is the negation of Ano(z) = 1, we have:

Ano(z) =0 VieZ 35 € J,,d(s 1, S5m) < €<e+ 1.

1,m’°2j,m
Similarly:
Sim(z) =14 Ji € 7,35 € Ji,d(s],,, 57 ) < 6;
Sim(z) =0 Vi€ Z,Vj € Ji,d(s] ,, 57.m) >0 — 1.

Our proof therefore shows one of these relations on a committed time series.
To do this, we use Pedersen’s commitment partial homomorphism property for
addition, and Schnorr proofs to show relations between committed values. In
particular, when comparing committed values with thresholds, we use the fol-
lowing method proposed in [3]: commit each bit of the committed value in binary,
use homomorphism properties and Schnorr proofs to show that the committed
bits correspond to the originally committed value, and prove the comparison
using the committed binary-encoded values with Schnorr proofs. This method
provides efficient comparison proofs whose complexity is logarithmic in the max-
imum size of the committed values. In this way, we obtain a tailor-made proof
using very standard and efficient tools that implement the actual computations
performed to evaluate the matrix profile of the committed time series.

However, one limitation of this methodology is that it requires working with
integer data. This presents a problem when computing the Euclidean distance,
since we need to compute a square root. To bypass this problem, we use the
square of the Euclidean distance (denoted d?) instead: d*((a;)iefn]; (bi)ie[n]) =
> (a; — b;)?. Note that to still obtain a consistent result for the computation
of anomaly and similarity, it suffices to consider the squares of the thresholds €2
and 42 instead of € and 6.

We now provide an overview of the steps involved in the proof of anomaly
detection denoted MP.NIP{(K,z) : MP.Ope(K,C,x) A Ano(z)}, then explain
how to adapt this proof to other cases.

1. Computation of the commitment of the (z; — z;): this is the first step
in computing the square of the Euclidean distance between two windows.
In order to achieve this, for all ¢,j € [n] s.t. j < 4, anybody can publicly
evaluate the commitment ¢; ; of z; — z; by computing ¢;/c;. Note that the
prover can also evaluate the corresponding opening key k; — k;. Moreover,
note that the value x; — x; will be squared in the next step of the proof, and
therefore it is not necessary to compute the values c; ;, which can instead be
set to Cji = Cij-

2. Commitment of the (z; — :cj)zz the prover picks a secret key k;; € Zj

and generates ¢; ; = cl(-‘r-ifwj )h*is. This value is the Pedersen commitment of

(x; —x;) using the bases (¢; 5, h), but it can also be seen as the commitment
of (x; —x;)*:
= ngi_lj)hkw - (g(wi*wj)h(ki*kj))(Ii*l’j)hki,a‘

- g(qu—zj)2h((ki—kj)(mi—fj)-*-zz,j)

Cij =
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In order to prove that this commitment Em» is well-formed, the prover uses

a Schnorr proof to show that ¢; ; commits the same message as ¢; ; (i.e.
(i — x;)) in the respective bases (c; j, h) and (g, h).

3. Computation of the commitment of the distance d*(sy,,,s?,,): re-
member that d*(s},,,s7,,) = Z;nzol (Tigr — Tj4r)?. We can therefore pub-

licly evaluate the commitment of this value by simply computing D;; =

H:flzol ZH_T j+r- Note that the corresponding opening key, denoted w; ; in
the following, can be reconstructed by the prover who knows the values

Titr, Kitr, and kiqp i forall 0 <r <m.

4. Bit commitments of binary-encoded distance: let ¢ (defined in the
setup set) denote the number of bits used to encode integers in binary, and
let dZ(sy,,,s%,,) denote the u' bit of binary-encoded d?(s7,,,s%,,). The
prover generate a commitment D; ;, with an opening key w; ;. of each
2 (57 s 8% ,), and proves that each Djj, commits a bit (i.e. a message
d;;. =0ord;;, =1). All but one keys w; ;, (for u < ¢) are chosen at
random, and the last one w; ;¢ is chosen in such a way that:

¢ 2u71
H Di,j,u = Di,j'
u=1
Since it only uses commitments, this relation can be verified by the verifier,
and since each w; j, commits a bit d;;, and w;; commits the distance
d*(s¥ Sims S5, s?..), this ensures that, according to the homomorphism properties
of the Pedersen commitment :

E : u—1 __ 2/ x T
di,j,u -2 =d (Si,m’ Sj,m)'

In this way, the verifier verifies that the committed bits d; ;,, are indeed the
bits of the binary decomposition of the distance d,(s7,,, 57 ,,)-

5. Comparisons of the distances d?(s? 8¢ m» 87 m) With the squared thresh-
old €2: based on the commitments D; _j,u containing the binary encodings of

2
the secret distances d*(s{ ,, s7,,), the prover proves the following relation:

Ji € I,Vj € T, d*(s%,,,8%,m) > €.

zm’ ]m

To this end, the prover uses proofs of comparison of committed binary-
encoded integers, following a method similar to that proposed in [3].

Note that in this overview, we omit the proof of knowledge of the message/key
pair (x1, k1) that opens the commitment ¢;, which is present in our construction.
This proof ensures the extractability of our proof, since knowledge of x; (resp.
k1) coupled with knowledge of (x; — x;) (resp. (k; — k;)) proven in Step 2 allows
the extractor to recover all the x; (resp. k;).

For other cases (similarity detection, and absence of anomalies or similari-
ties), only the relation proven in the last step changes, but these other relations
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can also be proved in a similar way, by compiling proofs of comparison on com-
mitted data.

We emphasize that the choice of parameter ¢ depends on the threshold e
and the domain size of the time series values and must be chosen carefully.
Let x > max; jepn(|zs — 2;]) be an upper bound depending on the values of
the time series. We deduce that for all ¢+ and j, the squared Euclidian distance
verifies d*(sf,,,s%,,) = S N @igr — i) < m - x2. Since ¢ must allow to
encode both d*(sy,,,s?,,) and € for comparison, we must therefore set £ >
log, (max(m - x2, €2)).

3.3 Proof of Anomaly/Similarity Detection

We now give the complete proof/verification algorithms. The instantiation of
non-interactive proofs will be specified later in Section 4 of the paper.

MP.NIP{(K,z) : MP.Ope(K, C,z) A Ano(x)}: this algorithms parses K (resp. C
and ) as (ki)icpn) (resp. (¢i)ic[n) and (;)ie[n]), and sets Z = [n —m + 1]
and J;={j€Z:|j—i|>m/2} foralli €.

1. For each i,j € [n] s.t. j < ¢, this algorithm sets ¢; ; = ¢;/¢j; ¢j,i = ¢ 53
Tjg5 = Tj — Tj; Tj i = Ty j; ki,j = ]{JZ' — k‘j and kij)i = k‘i’j.

~

2. For each 4,j € [n] s.t. j < i, this algorithm picks k; ; < Z*

»» computes

Zm‘ = Com, ; n(wij, ki) and sets Zj,i = Em-. It generates the following
proof:

~ Ope(ki,j, Ci,j: %i5)
ﬁlsflj «~ NIP (k‘,”j, ki,j,l‘i’j) : T ~
A Ope,,  w(kij cij, i)

3. Foreachi € 7 and j € J; s.t. j < ¢, this algorithm computes the squared
distance d; j; = d(s?,,,s7,,)? and the key:
m—1 -
Wij = Z Titrjtr  Kitrjtr + Kitrjtr.
r=0
It sets dj,i = dj,i; Wy = Wi, j and sets Di,j = Com(di7j,wi7j) and Dj,i =
D; ;. Note that this commitment verifies D; ; = H;n:_ol ZHWH.
4. For each i € Z, j € J; s.t. j < i and each u € [¢ — 1], this algorithm
picks w; j ., < Ly, 5648 Wj ;0 = W; j o and sets:

-1
—1 —(—1
wige = wig— Y w24t 27EY,
u=1

For each i € Z, j € J; s.t. j < i, and u € [{], it sets the commitments
D; ;. = Com(d; ju, Wi ju) and Dj; . = D, ;, where d; ;, denotes the
uth bit of d; ;, and generates the following proof:

71-2]]',‘7u <~ NIP {wi,jﬂ : Ope(wi,jm D@j,u, 0) vV Ope(wi,j,u, Di,j,ua 1)} .

Note that these commitments verify [['_, D2, = D; ;.

1,7,u
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5. This algorithm sets the witness w = (w; j.u, di ju)iez,je 7, ueqg and gen-
erates the following proof:

VI Ad,;>¢€
i€ \jET;

cmp .

e NIP QW A A Ope(w; jus Di s di )
ieZ,
j€Ti,
u€e[£]

com

Finally, this algorithm generates 7$°™ <— NIP{(z1, k1) : Ope(k1,c1,21)} and
returns:

cmp com).

~ b
T = ((€i,js 5 igelnli<is (Digous Tig)ieT je Joueltli<is T s T1
MP Verify(C,7): this algorithm parses the commitment C as (¢;)iec[n] and the

proof m as ((Cij, T )i elnlsi<is (Dijaus T w)ieT je i me i <ir T 7).
For each i,j € [n] such that j < ¢, it sets ¢;; = ¢;/¢c; and ¢;; = ¢ 5,
and for each i € Z and j € J; s.t. j < i, it computes D; ; = H:Z)l szH
and sets D;; = D, ;. If all the proofs m;%, 720, ™M and 7{°™ are valid,
and if D; ; = ]_[izl(D,-J',u)Qw1 for all 4 € Z and all j € J;, it accept the
proof and returns 1. Otherwise, it rejects the proof and returns 0.

For the other cases —=Ano(z), Sim(x) and —Sim(z), the first four prove steps
are identical. In the last step, only the first part of the proven relation in 7P
needs to be adapted, and will express respectively:

ALV ds<eé+1 |5V [V diy<o®]and A | A\ diy>02—1

€T \JET: i€ \JET: €T \JET:

Furthermore, we show in appendix A that our construction can be adapted to
cases comparing two time series with minor modifications.

3.4 Security of Our Protocol

Our commitment and non-interactive proof verify the following properties:

Theorem 1. The commitment scheme (MP.Com, MP.Ope) is binding under the
discrete logarithm assumption and perfectly hiding. The non-interactive anomaly
detection (resp. similarity detection, absence of anomaly, and absence of similar-
ity) proof (MP.NIP, MP Verify) is extractable and perfectly zero-knowledge when
instantiated with the Pedersen commitment and extractable and perfect zero-
knowledge non-interactive proofs.

Proof (Sketch). The commitment scheme trivially inherits the properties of Ped-
ersen’s commitment (it is a vector of perfectly hidden commitments). The proof



Verifiable Anomaly and Similarity Detection Using MP 13

can be simulated by choosing the commitments randomly (they are perfectly hid-
den) and simulating all the sub-proofs used (they are perfectly zero-knowledge).
Finally, the extraction algorithm consists of extracting all the witnesses used for
all the sub-proofs. Note that the proofs W?f'j allow the extractor to extract the
values z; — x; and k; — k;, but not the exact values z; and k; for all 7. This
is why we also need the proof 7{°™, which allows the extractor to extract x;
and ki, and thus, by recursion, to find all the other values from the z; — x; and
k; — k;. Any extraction that is inconsistent with the other elements would allow
certain commitments to be opened with alternative values and keys, which is
computationally impossible since Pedersen’s commitment is binding under the
discrete logarithm assumption.

4 Instantiation

In this section, we describe how we instantiate the NIP we use. All of these are
derived from Schnorr-based sigma protocol [18].

Let G = (g) be a group of prime order p. The Schnorr sigma protocol allows
a prover to prove to a verifier that they know the discrete logarithm z in basis
g of an element y € G. It proceeds in three phases: the prover sends to the
verifier a commitment R, then the verifier sends a random challenge ch, finally
the prover returns a response z to the verifier. This proof (as any sigma protocol)
can be made non-interactive with the Fiat-Shamir heuristic [10], also known as
the random oracle model, by choosing the challenge as the hash of the public
parameters and the commitment. Let us now consider a Pedersen commitment
¢ = g®h*. Proving that the knowledge of a key such that Ope(k,c,z) = 1 for
a known message x is therefore equivalent to proving that (c/¢g%) = h¥, i.e.,
proving knowledge of the discrete logarithm k of (¢/g”) in base h. Thus, the
proof NIP{k : Ope(k, ¢, x)} can be directly implemented by the Schnorr protocol.

Sigma protocols can be combined generically to obtain a (sigma protocol)
proof of knowledge of a secret witness verifying multiple relations [5] (which we
will call AND-proof), and proof of knowledge of a secret verifying one relation
among several [7] (which we will call OR-proof). These generic transformation
are recalled in Appendix B.1.

Instantiation of the proofs 75°" and #*%. The proof 7{°™ can be expressed

as NIP{z,k : Ope(k,c,x)}, and is therefore equivalent to proof NIP{z,k : ¢ =
g®h*}. This proof can be achieved by slightly modifying the Schnorr protocol,
as shown in [4]. Let us now consider two Pedersen commitment of the same
value ¢; = g¥h*t and ¢y = g&h*2. Similarly, the proof 79 can be expressed as
NIP{(k1, ko, ) : c1 = g¥h*1 A cy = g&h*2}, and can be achieved by running two
iterations of the previous protocol for the relations ¢; = g¥h** and co = g&hk?
using the same challenge to prove knowledge of x, according to the method
described in [5]. We build the corresponding protocol in Appendix B.1 and we
provide the proof of zero-knowledge and extractability properties in Appendix
C.1.
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Instantiation of the proofs 7®". We have already seen that proving the
opening of a commitment on a value is a Schnorr proof. Each 7" is therefore
an OR-proof on the original Schnorr protocol.

Instantiation of the proofs w"P. The final proof 7P in the cases Ano(x)
or =Sim(z) (resp. —~Ano(x) or Sim(x)) consists of combining comparison proofs
that values d,, committed in Pedersen commitments correspond to the binary
encoding of an integer d larger (resp. smaller) than a public integer « using
AND/OR-proofs (where a = €2 or a = 62 — 1, resp. @ = €2 + 1 or a = §?).
These comparison proofs can be obtained naively by showing that there exists
an index u, such that d,, =1, a,, =0, and d,, = «,, for all u > wu, (resp. such
that d,, = 0, a, = 1, and d,, = v, for all u > u, for the case d < «). This
method is quadratic in 4.

For the case d < «, a more efficient method (i.e. linear in ¢) for a similar
concern is given in [3]. It consists of scanning the bits d,, (only once) from the
most significant to the least significant and proving that:

— when «, = 0, then d, = 0 as well;
— when a, = 1, either d,, = 0, which proves that d < «, or (provided that it
is possible) the scan continues.

In our case, since each bit d,, is committed in a commitment D, with a key
Wy, proving that d,, = 0 consists of proving Ope(w,, Dy, 0), which corresponds
to the Schnorr protocol, as we already explained earlier.

The other case d > «a can be handled in a similar way. The proof then
consists of scanning the bits d, (only once) from the most significant to the
least significant and proving that when «, = 1, then d,, = 1 as well, and when
a,, = 0, either d,, = 1, which proves that d > «, or (provided that it is possible)
the scan continues. In this case, showing d,, = 1 means proving Ope(w,,, D, 1).

Finally, in the four cases Ano(z), Sim(z), —~Ano(x) and —Sim(x), the proof
w€MP is instantiated by a combination of comparison proofs using AND-proof
and OR-proof transforms. In all cases, the computational complexity of the
proof /verification is O(n?¢). Further details on these NIP are given in Ap-
pendix B.1.

Interactive vs. non-interactive proofs instantiation. Finally, note that our
proof can be instantiated with the interactive version of the sub-proofs presented
in this section, in order to make our scheme secure in the standard model. In
this case, in order to optimize the number of interactions by limiting it to 3,
the prover begins by computing the elements a,j and D j ., then performs all
interactive proofs in parallel (all these proofs are sigma protocols and therefore
require 3 interactions). The elements ¢; ; and D; j, must be sent during the
first flow (at the same time as the commitments). However, note that the result
is only honest-verifier zero-knowledge. The proof can be made perfectly zero-
knowledge even against dishonest verifiers in the standard model at the cost
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of a factor A in complexity, by choosing the challenges in {0,1} and running A
iterations of each proof in parallel.

5 Experiments

In this section, we describe how we instantiate the public parameters used in the
proofs, and the experiment settings to evaluate the performances.

5.1 Parameters instantiation

We set n, the length of the private time series, to 10, 100, 200 and 1000, to
observe how the runtime scales. n = 1000 is a realistic time series length using
in ECG analysis [24,27]. We initiate randomly time series values x; with posi-
tive integers in [45], a sufficient precision for raw ECG data (that we used to
illustrate in Figure 1). As for the choice of window size m, it should be defined
as the lower bound of any potential similarity or anomaly length. We use m = 3
for n = 10, m = 10 for n = 100 and n = 200, and m = 100 for n = 1000. These
choices are motivated by physiological considerations: at the minimum clini-
cally acceptable ECG sampling frequency (i.e., 100 Hz [14]), the most visually
prominent component of a heartbeat (the QRS complex) spans approximately
10 points, while a complete cardiac cycle covers roughly 100 points. For the bit
length used to encode d; ;,,, values, we use £ = 13, £ = 15 and ¢ = 20 for m = 3,
m = 10 and m = 100, calculated with the formula described in Section 3. For
the values of thresholds ¢ and J, it often depends on the nature of the input
time series values and the task. We dynamically set the thresholds to evaluate
worst-case performance in each scenario while ensuring that the proofs remain
valid under random inputs z. For the Ano(z) and —Sim(z) scenarios, the proof
length depends on the least significant zero bit in the binary decomposition of €2
and 6% — 1. To control this behavior, we choose even values of € and odd values
of &, ensuring that the least significant zero bit in €2 and 62 — 1 are located at in-
dex 1. In addition, to guarantee proof validity with arbitrary random time-series
values, we set: (i) a sufficiently small threshold for Ano(x), and (ii) a value larger
than the maximum possible distance d; ; for =Sim(z), while remaining within
the representable range defined by the bit-length ¢. Conversely, when evaluating
Sim(x) and —Ano(z), we select the smallest and largest odd values of €2 + 1
and even values of §2 respectively. This ensures that the least significant non-
zero bit is located at index 1, and that the claim remains valid after verification
for any instantiation of the input x. The specific parameter values used in the
experiments are reported in Table 7 (Appendix D).

5.2 Results

We implemented all proofs introduced in Section 3 in Rust!. We use the elliptic
curve-based group Ristretto (of prime order 22°® — 19) from the Dalek library.

! https://github.com/HaoyingZhang/ZKMP /tree/main
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In addition, we use the SHA-2 hash function. Experiments were run on a laptop
equipped with a 12-core 13th Gen Intel Core i7-1365U processor and 32 GB of
RAM.

We first evaluate the device’s signature phase, which consists of the MP.Com,
Sign, and Verify algorithms. The runtime measurements for these steps are re-
ported in Table 2. Each step is efficient, with execution times bounded by 52.24
ms, 2.9 ms, and 3.0 ms, respectively, under real-world workloads. We then eval-
uate proof 7§°", which incurs 74.3 us for MP.NIP and 101.7 us for MP .Verify.
Note that both operations are independent of the time-series length n, as a
proof of only one element of = is required. Table 3 reports the runtime of each
individual proof described in Section 4. The corresponding total runtimes and
communication costs for the four scenarios are then summarized in Tables 4
and 8 (Appendix D), respectively. For 7°¢ and 7Pin the prover must generate
new commitments that are required by the verifier during the verification phase.
The commitment time is shown separately in the parentheses; the values outside
the parentheses then correspond to the sum of the commit time and the proof-
generation time. As for the comparison proofs, some optimizations are used in
the implementations. For the scenarios Sim(z) and —Sim(z), we invoke the unit
proof m€™P only once for each pair (i,5) with ¢ < j, as the underlying distance
function is symmetric. For the scenario —Ano(z), the set of proofs is generated
independently for each value of i.

As described in the introduction, the scenarios we consider do not require
strict time constraints, as both the proving and verification procedures can be
executed in an offline setting. Among all the unit proofs, the main performance
bottlenecks arise in 7" and 7™ proofs (in line with their theoretical complex-
ity). The best performance comes from Sim(x) and —Sim(z) scenario, with a
total proving time of around 18 seconds (respectively 1.5 minutes, 42 minutes)
and verification time of around 11 seconds (respectively 1 minute, 25 minutes)
for a time series of 100 points (respectively of 200 points, and 1,000 points).
The worst case comes for Ano(z), since no optimization can be applied to it.
Nevertheless, even for n = 1,000, the overall runtime remains practical, totaling
approximately 50 minutes for MP.NIP and 33 minutes for MP.Verify. Finally,
for the —Ano(z) scenario, we report approximately 46 minutes in total proving
time and 29 minutes in total verification time, with time series of 1,000 points.
These results are consistent with the expected asymptotic complexity, and a
complete analysis of the asymptotic complexity of our algorithms is provided in
Appendix B.2.

Table 2. Runtime of commit, sign and verify for C' (in milliseconds)

n |[MP.Com|Sign| Ver
10 | 0.50 ]0.06|0.09
100 | 4.94 1]0.31]0.33
200 | 9.89 ]0.59|0.60
1000 52.24 |2.90|3.00
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Table 3. Detailed runtime for all proofs (in seconds)

MP.NIP (Where Commit) MP.Verify
sq bin cmp |__cmp cmp |_cmp sq bin cmp |__cmp cmp |_cmp
n T TF Tano |T—Ano| TSim —Sim| T T Tano |~ Ano| Tsim | —Sim

10 [8e-3 (3e-3)| 0.07 (0.04) [0.02|0.01|0.02|0.02 |6e-3| 0.03|0.02 | 0.01 | 0.02|0.01
100| 0.8 (0.3) | 13.5(6.6) | 6.8 | 5.9 | 3.2 | 3.5 |0.8] 6.9 | 6.7 | 5.7 | 3.2 | 3.0
200 | 3.7 (1.1) | 64.9 (29.9) |33.5|27.5|15.9|16.6|3.4|36.1|31.4|27.2|15.4|14.3
1000(89.3 (26.2)|1.9e3 (981.3)[991.3|687.8|448.8|532.8|89.4(953.8|935.3|700.2|433.8|460.7

Table 4. Total runtime for the four scenarios (in seconds)

MP.NIP MP Verify
n  |Ano(x)|—Ano(x)|Sim(z)|-Sim(z)|Ano(z)|—Ano(x)|Sim(z)|-Sim(z)
10 | 0.10 0.97 0.10 0.10 0.05 0.05 0.05 0.05
100 21.1 20.2 17.5 17.8 14.4 13.4 10.9 10.7
200 | 102.1 | 96.1 84.5 85.2 70.9 66.7 54.9 53.8
1000|3014.6 | 2717.1 [2478.1| 2562.1 |1978.5| 1743.4 |1477.0| 1503.9

6 Related Works

A line of work considers privacy-preserving similarity on time series. Zhu et
al. [29] proposed a two-party protocol that privately evaluates Dynamic Time
Warping (DTW) and discrete Fréchet distance between two time series using par-
tially homomorphic encryption (HE). Liu and Yi [15] proposed a collaborative
medical analytics system based on DTW that combines multiparty computation
(MPC) to enable privacy-preserving DT'W queries over distributed electrocardio-
gram (ECG) and photoplethysmogram (PPG) data. Zheng et al. [28] introduced
a solution supporting similarity queries over time series of different lengths by
using time-warp edit distance (TWED) as the similarity metric and symmetric
HE.

However, none of these methods employ the MP, which supports subsequence-
level similarity and anomaly detection, with or without a reference time series.
Second, some of these applications [29,15] consider a different setting in which
several independent data providers want to determine a consensus without re-
vealing their raw time series. Other works around similarity query on private
data [28] are mostly based on MPC which does not allow for a non-interactive
protocol, or the prover only sends an element that can be verified later. Fi-
nally, generic cryptographic tools could be used to construct a protocol similar
to ours, such as using generic Zero-Knowledge (ZK) proofs or MPC. However,
these techniques typically require expressing the computation as Boolean or
arithmetic circuits, whose construction is non-trivial and often incurs significant
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overhead, tending to be less efficient than protocols tailored to a specific struc-
ture. Some generic ZK proofs (e.g., ZK-snarks [13,11]) are non-interactive and
allow the generation of proofs of constant size, but their proving and verifica-
tion times scale with the size of the proven circuit. In principle, such proofs
could serve as an alternative to our work, allowing less data to be exchanged.
However, these proofs require less standard tools (e.g., pairings), trusted setups
(e.g. strong common reference string model (CRS)), and rely on strong assump-
tions (e.g., ¢-SDH) and strong heuristic security models (e.g., algebraic/generic
group model (AGM/GGM) and random oracle model (ROM)). In comparison,
as our non-interactive proof is a combination of a Pedersen commitment and
Schnorr proofs, it does not require any trusted setup, relies only on the dis-
crete logarithm assumption, and, in its non-interactive version, on the ROM
(which is well-understood and more established heuristic model compared to
AGM/GGM).

Another line of work examines the privacy issues related to the Matrix Pro-
file (MP). Introduced broadly to the community in 2016 by Keogh and col-
leagues [24], the MP has become a standard tool for time-series mining, partic-
ularly for detecting pairwise anomalies and similarities. Recently, some studies
have claimed that the Matrix Profile provides certain privacy-preserving proper-
ties, such as robustness against sensitive-attribute inference [9] or reconstruction
attacks [26], often arguing that the non-linear min operation involved in its com-
putation is not reversible. However, Zhang et al. [25] recently demonstrated that
the MP is actually vulnerable to singling-out, linkability, attribute inference,
and reconstruction attacks. By solving the MP constraints using a powerful op-
timizer, they show that an attacker can reconstruct the original time series with
up to 0.99 Pearson correlation, revealing that MP does not inherently guaran-
tee privacy. Given that MP is frequently applied to sensitive domains such as
healthcare data [21,12] and geo-location time series [23], we therefore treat the
values of the MP as sensitive and protected outputs in our threat model.

7 Conclusion and future works

This paper presents a secure protocol for proving claims about anomalies and
similarities detected using Matrix Profile in private time series, a challenging
and often overlooked scenario in the literature. The protocol relies on Peder-
sen commitments and Schnorr-based non-interactive zero-knowledge proofs. We
consider a strong adversarial model in which the private time series itself, the
pairwise subsequence distances, the corresponding Matrix Profile values, as well
as the indices of potential anomalies and similarities are all treated as sensitive
information and must not be disclosed. Under these stringent constraints, we
design non-interactive zero-knowledge proofs and evaluate their performance on
real-world time series with lengths of up to 1,000 data points, demonstrating the
practicality of our approach for real-world applications. Finally, we believe that
our scheme can also be adapted to other related tasks, such as authentication,
by reusing the similarity proof and verification components.
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A Alternative of MP.NIP for Comparing two Time-series

The following Appendix propose a variation of our construction that considers
two time series: x, a private time series, and Z, a public time series. Our aim is
to enable the prover to prove presence or absence of anomaly /similarity in its
time series relatives to a reference time series.

We begin by recalling the definition of Matrix Profile and Anomaly and
Similarity detection function for two time series.

Definition 7 (Matrix Profile [24]). Let x be an input time series and & a
reference time series of lengths n and n, respectively, let d be a distance function,
let m be a window size and let J be the set [An—m+1]. Matriz Profile (MP) is a
data mining structure composed of two vectors: Matriz Profile Distance (M PD)
and Matriz Profile Index (M PI) s.t. :

MPD(z,#) = (MPD;(x, ))iez = ( min(d(s},,,s?,,))
ies ’ ’ i€T

and MPI(z, &) = (MPl;(x, %));cz where MPl;(x,%) stores the (minimum) index
j € J werifying MPD;(x, %) = d(s{ ,,, 55 )

Definition 8 (Anomaly and Similarity detection function). Let z and &
be two times series. The anomaly detection function Ano : R™ x R™ — B (resp.,
the similarity detection function Sim : R™ x R™ — B) on input x and &, returns
1 if there exists a value in MP bigger than (resp. smaller than) a predefined
threshold €, (resp. 0), and 0 otherwise. That is,

1 if v e MP(z,2),v > e,

1
0 ifVvoeMP(z,z),v <e. 1)

Ano(z,z) = {

1 if v € MP(x,%) s.t. v < 4,

2
0 ifVve MP(x, &), v>0. @)

Sim(z, ) = {

We describe the modifications for the case Ano(z,Z), and for simplicity we
omit the other cases which are analogous. Although the scheme remains un-
changed for the algorithms Setup and MP.Com, however, the algorithm MP.NIP
differs in the first three steps. In the following, we present the modified steps,
omitting the remainder of the construction which follows the step 4 and 5 of the
Section 3.

1. Computation of the commitment of the (z; — #;)*: the prover picks a

secret key k; € Z;, and generates i = cfihk'i, a Pedersen commitment of z?
using the basis (¢;, h). As & is public, one can easily deduce a commitment
of (z; — &;)* by considering the identity =7 — 2z;&; + &7, it follows that
Ei’j = ¢, (ci)_2 g””? Additionally, the prover proves that ¢; commits the
same message as ¢; on their respective bases.

z
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2. Computation of the commitment of the distance d*(s7,,,, sfm) The

commitments of the distances can be publicly derived via the following com-
. m—1 . .

putation: D; ; = Hr:O Citrj+r, and associated opening key w;; can be

determined by the prover given the values zii,, £j4r, kitr and k;4, for

0<r<m.

MP.NIP{(K,z) : MP.Ope(K,C,z) A Ano(x,%)}: this algorithm parses K (resp.
C and ) as (k;)ic[n) (vesp. (¢i)ic[n) and (2;)ie[n]), and sets T = [n—m+1]
and J = [ —m + 1].

1. For each i € [n], this algorithm picks k; & Zy and computes i =
Comg, n(x;, k;), and generates the following proof:

~

W:q «~ NIP {(k“ kzv$z) : Ope(ki7ci7xi) A\ Opeci’h(%i,zi,xi)} .

)2 g

For each j € [n] s.t. j < i, this algorithm computes ¢; ; = ¢; (¢;
and sets Ejﬂ' = Ei,j'
2. Foreachi € 7 and j € J s.t. j < i, this algorithm computes the squared

distance d; ; = d(s7,,, s} ,)? and the key:

m—1 ~

w;; = Z (@ipr — 28510 ) kigr + Kigr.

r=0

It computes D; ; = Com(d; ;,w; ;). Note that this commitment verifies
m—1 "

Di’j = Hr:O Citrj+r- It sets djﬂ‘ = di’j and Dj,i = Di’j.

B Asymptotic Complexity

B.1 Complexity of the NIP building blocks

In this paper, we use several NIP as building blocks to construct the NIP pro-
duces by MP.NIP. Figure 3 describes the sigma protocol (which we denoted
Open-proof) that allows a prover to prove the opening of a Pedersen commit-
ment, Figure 4 shows the sigma protocol (which we denoted EQ-Open-proof)
allowing to prove the knowledge of o the hidden value, and the opening keys (1
and (s of two Pedersen commitments y; and yo s.t. the hidden value is the same
for the two commitments. Furthermore, Figure 5 describes the sigma protocol
for proving the knowledge of a set of discrete logarithms (in basis g;) of elements
y; in the group G (AND-proof), and Figure 6 describes the sigma protocol which
allows one to prove the knowledge of the discrete logarithm (in basis g;) of one
among several elements y; in G (OR~proof). We notice that in OR-proof, for
the relations for which the prover does not know the witness, the prover uses
a simulator denoted Simulator that on input a statement (y, g), generates a re-
sponse z and a challenge ch, and outputs (g% -y, ch, z). Table 5 summarizes
the asymptotic complexity of all NIP building blocks.
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Prover Verifier
(v, B) (y,9,h)
r s & Z,

™ s R,S 3 *
R=g",S=h ———ch &7,

u=r+ch~a,v:s+ch-ﬂ<°—h

———— If g*h* = RSy

then accept, else reject

Fig. 3. Open-proof for the relation y = g*h”.

Prover

(O(, /817 /82)

Verifier
(y1,92,91,92,h)

r,51,52<$—Z;
Ri = g7;R2 = g3;51 = h°'; 82 =

u=71-+ch-q

vy =81 +ch: 1302 =s2+ch- (s

hs2

ch

—

u,vy,v2

R1,R2,51,52
e Lk lat LY

ch & 73

— U LT gUAY = R Siyf

and g¥h"? = R Says"
then accept, else reject

Fig. 4. EQ — Open-proof for the relation y; = g¥h®! Ay = gShP2.

23

Prover Verifier
(Wi)ieﬂn]] (yhgi)ie[n]]
] S o ow o (Ri)ien] R
Vi € [n],re & Zy, Ri = g,° ch & Z;
Vie[[n]],zi:ri+ch.wi (L
(zi)ieln 2
et g 9. =R; - ys" then accept, else reject

Fig. 5. AND-proof for the relation A y; = g;".
=1

1=

Table 5. Asymptotic complexity of the NIP building blocks

NIP Prover time|Verifier time
Fig. 3 (Open-proof) O(1) 0(1)
Fig.4(EQ-Open-proof) O(1) O(1)
Fig.5 (AND-proof) O(n) O(n)
Fig.6 (OR-proof) O(n) O(n)
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Prover Verifier
d (Yi, 9i)icn]
s ($— Z;, Rk = g,z

(Ri)ien
Vi € [n]\{k}, (Ri,ch;, z;) < Simulator(y;, g;) L ch & Zy
chy=ch® @ chijz=r+chy -w —

ie[n]\{k}
(chi,zi)ien]
———— Ifch= € ch;, and
i€[n]
Vi€ [n], g = RayS™
then accept,
else reject

Fig. 6. OR-proof for the relation \/ y; = g¢ (s.t. Ik € [n]; ye = gi).
i=1

3

B.2 Asymptotic complexity of our construction

In Table 6, we compare the asymptotic complexity of the generation of the proof
7w and its verification. The complexity is evaluated in terms of the number of
exponentiations in the group G. We notice that the complexity of the proof 7P
depends on the position of the least significant one bit (for the no anomaly and
similarity cases) or least significant zero bit (for the anomaly and no similarity
cases) in the binary decomposition of «, therefore, for this proof, we express the
complexity in the worst case (when this position is equal to one). Furthermore,
the running time of the proof generation/verification is not only determined by
n, the number of values in the time series, but also by m, the window size, and
£, the number of bits in the binary decompositions. Some proofs are executed
for i € 7 and j € J; where the number of elements in each J; depends on ¢. This
results in a complexity that depends on the sum over all ¢ € Z of the cardinality
of J; where each set J; contains less than n — m + 1 elements. This gives us a
quadratic asymptotic complexity in terms of the number n.

Table 6. Asymptotic complexity of the generation/verification of the proof .

Element Prover time|Verifier time
(Ciy)ijelnlsi<i O(n?) -
(qu)z‘,je[[n]];j<i O(nz) O(n2)

(Dsju)iez jeg,mepe] O (n°f) -
(M5 Diezjeg,uere| O (n°0) O (n*0)
P O (%) | O (%)
T O (nQZ) ()] (n2€)
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C Security Proofs

C.1 Proof that EQ — Open-proof (Figure 4 in Appendix B.1) is
perfectly zero-knowledge and extractable

In this section, we denote by Rrq—open the relation y; = GEhPY Ay = gShP?
and we denote by (R, ch, z) the transcript for this relation.

Perfect zero-knowledge. Let Simulatorgq_open be a simulator for the relation
R defined as follows:
Simulatorgq—open (Y1, Y2, 91, g2, h) : picks ch & Z% w & 7%, v & 77, vy & 73,

p7
vRpY1 Y2
S1 & G and Sy & G. Computes Ry = o and Ry = ych, and returns

S’
((Rla R27 Sh SQ)a Ch7 (uavlan))

NIP{(a, B1,f2) : y1 = ¢§ RPNy, = g5 h'BQ} and Simulatoreq—open (Y1, Y2, 91,
g2, h) are identically distributed.

Extractability. Let (R,ch,z) and (R,ch’,z’) be two valid transcripts for the
statement (y1,v2, g1, g2, h) s.t. ch # ch’. Parses R as (Ry, Ra,S1,52), z as (u, v,
vy) and 2’ as (u', v}, v}). Since ch # ch’, we can extract the witnesses as follows:

’
u—u vy !
1

o . . —_
Y ch’ _ = g{~"* hU*~"1 implies that y; = glh o’ hch @ and
—
Y ch’ — =gy~ u h“2 Y2 implies that y, = ggh a7 hch E
- v1—v] V2~V
Finally, o = =47, f1 = g—57 and B2 = 57—

C.2 Proof of theorem 1

Proof that (MP.Com, MP.Ope) is perfectly hiding and computation-
ally binding. The perfect hiding property (resp. the computational binding
property) of (MP.Com, MP.Ope) results directly from the perfect hiding prop-
erty (resp. the computational binding property) of the Pedersen commitment
scheme.

Proof that (MP.NIP, MP.Verify) is perfectly zero-knowledge. Since T,
the proof returned by the algorithm MP.NIP, is assumed to be zero-knowledge,
there exists a simulator that simulates it.

We begin with the observation that in our construction, there exists a publicly
verifiable relation between the commitments D; ;. and the Ei+r,j+r5

m—1

¢ 2u 1
H i,5,u = H Citrjtr: (3)

In order to achieve indistinguishability between a proof simulated by the sim-

ulator, that we denote by Simulatory NP (for the anomaly case), and a proof

generated by MP.NIP, the above relation must be preserved in the simulator.
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We denote by Simulatoremp, the simulator for the relation:

VI Adig> | A A Ope(wijus Dijusdiju),
ieT \ jeJ; i€,

Jj€T:,

ue €]

n
by Simulatorog, the simulator for the relation \/ y; = g and by Simulatorgpen,
i=1
the simulator for the relation y = g®h®. We now define the simulator that we
NIP.MP

denote Simulatory,, and which allows us to simulate the proof 7 outputted

by the algorithm NIP.MP in the anomaly case.

Simulatorh>-MP(C): this algorithms parses C' as (¢i)ie[n], and sets T = [n—m+
and S ={j€Z:|j—i] >m/2} forallie.

1. For each i, j € [n] s.t. j < i, this algorithm sets ¢; ; = < and ¢;; = ¢; ;.
J

2. For each i,j € [n] s.t. j < 14, this algorithm picks Ei,j & G, simulates the
proof wf?j < Simulatorgq—_open(¢i,j; Ci,js 9 Ci j, B), and sets ¢;; = ¢; ;.
3. For each i € Z, j € J; s.t. j < 4, this algorithm computes D;; =
_1 ~
[y Citrjtr, and sets D;; = D; ;.
4. For each i € Z, j € J;, u € [¢ — 1] s.t. j < i, this algorithm picks
1

—1

$ . D, 2 .

D Z;, it sets D; j o = (1‘["1;3]2“1) , and simulates the proof
w=1%"7ju

bin

ijou

T using Simulatorog. For each i € Z, j € J;, u € [{] s.t. j < 4, it sets

jiu = Diju-
5. This algorithm simulates the proof 7“™P using Simulatorcmp.

Finally, this algorithm simulates 7{°™ using Simulatorgpen and returns:

mp com).

T = ((Cig T35 )isgelnlsi<ir (Diga T )ieT.jedi ueltyj<i T T

The simulator replaces each commitment ¢, ; and D; ;, with a random el-
ement in G while ensuring the relation 3. Furthermore, it replaces the proofs
7T;qj, ﬂai]n’u, 7P and 7™ with simulated proofs. Since the commitment scheme
is perfectly hiding, the commitments generated by MP.NIP are indistinguishable
from those returned by Simulatork/'n'zmp, and since each proof is zero-knowledge,
the proofs generated by MP.NIP are indistinguishable from those simulated in

Simulatory® NP We denote by A the adversary, we have:

- C < MP.Com(z);
"<+ MP.NIP{(K,x) : MP.Ope(K, C, z) A Ano(z)}

B ~C < MP.Com(xz);
=br [b < A(C,m) 7 Simulatory®>-NP ()

Pr [b — A(C, )

The proofs for the cases of no anomaly, similarity and no similarity are sim-
ilar, except that we consider Simulatorcm, as the simulator for the relations:
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— /\ ( \/ di)j < e+ 1) A\ /\ Ope(wi,jm Di,j,uadihj,u) for the no anomaly
i€Z \jET: ’

case,

-V V di; < 52> A N Ope(w;ju, Diju,diju) for the similarity case,

i€ \JET; €T,
VISV
ue[{]
— and /\ /\ d@j >62—-1|A /\ Ope(wi,jwD,»7j,u,di7j,u) for the no sim-
i€z \jea i€Z,
Jj€Ti,
ue[l]

ilarity case.

Proof that (MP.Com, MP.Ope) is extractable. This proof show that the
probability that the adversary, denoted A, wins the extractability experiment
is negligible. In the following, we consider a sequence of games [20] where the
first game corresponds to the extractability experiment and the last game is the
game where the adversary has no possibility of producing fresh and valid proof
s.t. the extractor (fails or) extracts the witness (K, z) s.t. MP.Ope(K,C,z) #
1V Ano(x) # 1.

Game G(: This game is the same as the extractability experiment, we have:

Pr [A wins G|
MP.NIP

- (MP.Ope(K,C,x) AAno(z))  (C, ) + ASmulatoras ™" () (\);

= P . .
r AMP Verify(C, ) (K, ) < Ext())

Game G7: This game is the same as Gg except that G; uses the extractors

sq bin cm com
on the proofs (Tri,j)i,je[[n]]%j<ia (Wi,j,u)iel,jeji,ue[Iéﬂ;j<ia 7P and 7w7°™, and

aborts and returns 0 on the event F; = "An extractor fails on at least one
proof".

Let €ext(A) be the maximum probability of failure of the extractors. Since all
NIP are extractable, we have:

n(n—1)

Pr[A wins G1] — Pr[A wins Go]| < [ n?¢ +
Pr| -

+ 2) €ext(N).
We can note that if A wins G, then the extractors did not fail, and the
witnesses are correctly extracted. G extracts the witnesses:
- (mi,jakim ki7j>i,j€[[n]];j<i from (W??j)i,je[[n]];jﬁ,
(Wi ju)ieT jegiueldj<i rom (720 )ieT je g, weldj<is
(W] j s diju)iet,je Jiueuze) from 7P (where ug represents the index
of the least significant bit equal to zero in €2 + 1),
— (21, k1) from ™,
— (%4)ieq2;n] (resp. (ki)ie[z;n]) Obtained by computing for each i € [2;n],
wi1 + 21 (vesp. ki1 + kp).
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m—1
— and (dij.u)ue[iu, 17 by computing d; j = 3 27, ;,,, and finds the
r=0
binary decomposition of d; ;.

The witnesses (w;j u)zezdea’ueﬂuhgﬂdg and (Wi j.u)ieZ,je g, ueuisf];j<i are
the same because the proofs (7? " WieT jedi wel);j<i and TP implicitly use
the same (DM,U)EIJGZ,ue[[ul,f]].,j<z

Game G5: This game is the same as G; except that G5 aborts and returns 0 on
the event I, ="The extractors extract (x;);cn], (ki)ic[n] and (25,5)i jen]ji<i
s.t. there exists i, j € [n] with j <is.t. z; —a; # 2, ; and k; — kj # ki ;"
We claim that:

|Pr[A wins G| — Pr[A wins G4]| < Pr[F3].

We prove this claim by reduction, we suppose that the event Fs occurs with
a non negligible probability, we build a PPT algorithm B whose purpose is
to break the binding property of Pedersen commitment.

B(setp) : this algorithm parses setg as (g, k), and simulates the game G to
A except that:
— this algorithm runs set +— MP.Setup(\, n, m, £), parses set as (G, p, g, h, A,

n,m, ) and replaces g with g and h with h.

— this algorithm runs (C, ) «— ASmuatori™ () () set), and if
MP.Verify(C, ) # 1, aborts and returns L.

— this algorithm extracts the witnesses as in G, and we denote by :

~

xT; ki j)ije[n]:j<i> the witnesses extracted from

J’ 1,99

) JGEnli<is
7],u)lez’je‘7“ue|lgﬂj<“ the witnesses extracted from the proofs

W s diju)iez,je; ueuis], the witnesses extracted from w°mP,
x1, k1) the witnesses extracted from 7§°™,
xl)ze[[g :n] (resp. (Ki)ic2;n]) the witnesses obtained by computing for

each i € [2;n], x;1 + 21 (vesp. ki1 + k1),

(
(3
(w
(ﬂ- ,j u)1€l—7]€‘7uu€[[e]]«]<'”
(w]
(
(

m—1

and (di ju)ue[t;u,—1] by computing d; j = > 27, ., and finds
r=0

the binary decomposition of d; ;.

— If the event F, occurs, B finds ¢, j € [n] with j < is.t. x; —z; # ; ; and
k; — k; # k; j, this algorithm sets mg = x; — ;, m1 = x5, k{ = ki — k;
and k] = k; j, and returns (mg, mq, kj, k7, C), otherwise, that is, if F
does not occur, aborts and returns L.

If A wins the game G; and the event F3 holds, therefore B returns two
different ways to open the Pedersen commitment c; ;, since the Pedersen
commitment scheme is computationally binding, this occurs with a negligible
probability denoted epinding(A). Hence, we have:

|Pr [A wins Go] — Pr[A wins G1]| < Pr[F3] < €pinding (A)-
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Game G3: This game is the same as G5 except that G3 aborts and returns 0

on the event F3 ="The extractors extract (z;;, ki j, ki )ijenlsji<ir (Wiju
W} ;0 i ju)ieT je T, uele]j<i S-t- there exists i € Z, j € J; with j < i s.t.
4 o u—1 m—1_9 £ u—1
D w1 diju2 F D reo T34y jyr and D et Wi # Zr 0 Litrj+r:
P ¢ gu—t m—1r
Kitrj+r + Kitrj+r, and Hu:l (Di,j,u) = Hr o Ci+r, g
We claim that:

|Pr[A wins G3] — Pr[A wins Gs]| < Pr[F5].

We prove this claim by reduction, we suppose that the event F3 occurs with
a non negligible probability, we build a PPT algorithm B whose purpose is
to break the binding property of Pedersen commitment.

B(setg) : this algorithm parses setp as (g, k), and simulates the game G5 to

A except that:
— this algorithm runs set +— MP.Setup(X, n, m, £), parses set as (G, p, g, h, A,

n,m, ) and replaces g with g and h with h.

— this algorithm runs (C, ) + ASim“'amr/h*/lnpo'NIP(')()\,set)7 and if
MP.Verify(C, ) # 1, aborts and returns L.

— this algorithm extracts the witnesses as in G, and we denote by :

x; Kij)ijen]:j<ir> the witnesses extracted from

J’ 1,59

) JE€n];i<io
w i.d. w)ieT jed, uelf];j<i» the witnesses extracted from the proofs

W; 4y dij, u)ZGI,jej“ueﬂul .¢], the witnesses extracted from 7™,
x1, k;l) the witnesses extracted from 7§°™,
.I‘z)leﬂg :n] (resp. (Ki)ic2;n]) the witnesses obtained by computing for

each i € HQ Tlﬂ, T 1 + 21 (resp. ki,l + k’l),

* (
(7}
(
(77 )161' JETi we[l];5<is
(w;
(
(

m—1
and (di ju)uefi;u,—1] by computing d; j = > 27, .., and finds
r=0

the binary decomposition of d; ;.
— If the event F3 occurs, B ﬁnds 1€Z, 5 € J; with j <is.t.

£ 1
Z = d 05 J,u 24T 7& Zr 0 $Z+T,j+’l"
and Zu 1 Wi j,u <247 ! 7é Z, =0 IZ+T,]+T‘ : ki+r,j+r + ki+r,j+r;

2u 1 1~
and Hu 1( i.9, u) —H;no Citr,j+r;

—1 . m—1 9
this algorithm sets mg = Zu (i 207 my =30

£ _ m—1
ko = Doy Wiju - 247" and k1 = YTV @i g - Kigrgir + Kitrjitr
and returns (mg, m1, ko, k1, C), otherwise, that is if F5 does not occur,

aborts and returns .
We can remark that if A wins the game G5 and the event F3 occurs, therefore

B returns two different ways to open the Pedersen commitment D; ;, since
the Pedersen commitment scheme is computationally binding this happens
with a negligible probability €pinding(A), we have:

|Pr [A wins G3] — Pr[A wins Ga]| < Pr[F3] < €pinding(A)-
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Finally, at this step, the adversary has no other possibility to win because
if the events Fy, Fp and F3 do not occur, then MP.Ope(K,C,z) = 1 and
Ano(z) = 1. Hence, we have:

P

pr | (MP.Ope(K, C’,:v) A Ano(x)) (Cm) ASimulator M () ()
AMP Verify(C, ) (K, ) < Ext™())

= |Pr[A wins G3] — Pr[A wins Gy

-1
< (n(n2) L2+ 2> €ext(A) + 2€pinding (A)-

The proof for the no anomaly (resp. similarity and no similarity) case is
similar, except that in the extractability experiment, we consider —Ano(x)
(resp. Sim(z) and =Sim(z)) instead of Ano(z).

D Experiment Details

We report below the threshold values used in the evaluation. In each case, the
threshold corresponds to the right-hand side of the comparison operator. Pre-
cisely, it is set to €2, €2 + 1, 62, and §% — 1 for Ano(x), =Ano(z), Sim(z), and
—=Sim(x), respectively. When a significance threshold must be defined (i.e., for
—Ano(x) and —Sim(z)), it should be chosen strictly larger than any attainable
value. This upper bound depends on the window length m. At the same time,
the threshold must remain smaller than the maximum representable value de-
termined by the bit-length /.

Table 7. Threshold value used in evaluation

m |Ano(z)|—Ano(z)|Sim(z)|-Sim(z)
3 0 6077 1 6076
10 0 20251 1 20252
100, O 202501 1 202502

Below we report the communication cost for each scenario in Table 8.

Table 8. Total communication cost for the four scenarios

n Ano(x) —Ano(z) Sim(x) =Sim(x)
10 110.3 KB 94.5 KB 82.69 KB 84.66 KB
100 21.5 MB 18.8 MB 15.0 MB 16.4 MB
200 100.9 MB 88.0 MB 70.3 MB 76.7 MB
1000 2.8 GB 2.5 GB 2.0 GB 2.1 GB




